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INFORMATION TECHNOLOGY POLICIES and GUIDELINES

For Faculty, Staff and Administrators
Suffolk County Community College provides computing resources to its administrators, faculty and staff to support the instructional, research, student services, public service and administrative activities of the College.  

All users of computing resources are expected to use these resources in an effective, ethical and legal manner.  In addition, all users are presumed to have read, understood and agreed to abide by the Information Technology Policies and Guidelines.

Users of the College’s computing resources are obligated to do the following:

1. Maintain appropriate system security, including the protection of personal passwords, so that computing resources are not subject to unauthorized use.  Users may not grant permission to others to use their accounts without prior approval.

2. Respect the rights of others to privacy, freedom from theft, harassment, or copyright infringement by not engaging in the following:
· Unauthorized copying, modifying, or destroying of work on the computer systems, both at the College and available over the network, and from accessing or attempting to access password protected or explicitly restricted computing resources for which the user is not authorized; or
· Sending, accepting, downloading or copying private or confidential information, such as social security numbers, driver’s license numbers or credit card information without authorization; or  
· Engaging in practices that would create a hostile working or learning environment or cause harm to others and/or the system as a whole, such as disseminating illegal, obscene, threatening, or unwelcome electronic communication, viewing, displaying or printing sexually explicit material in a public access area, damaging computer resources electronically or physically, or engaging in conduct that discriminates on a legally prohibited basis.  See also the College policies prohibiting discrimination and sexual harassment.
3. Report security violations, including theft, vandalism, or unauthorized access or publication, to the appropriate office.

4. Include a method for the host to be contacted when hosting a website, and include a correct return address when using e-mail services.

5. Share resources equitably by avoiding activities that place a burden on system resources.

6. Retain e-mail and electronic documents in accordance with New York State laws regulating access to governmental records.  See the College’s Records Retention Policy.  

7. Back up records and files routinely to avoid loss or destruction.

8. Take all reasonable precautions to ensure that viruses or other malicious software are not introduced into the College, including following College procedures and directives on virus prevention and software patching.  
Users of the College’s computing resources are prohibited from doing the following:

1. Maintaining or operating a non-College enterprise.  (Note: this does not prohibit professional activities in one’s College discipline that may incidentally result in personal income, if no staff support or specialized equipment is provided, and if approved by a supervisor as being primarily a professional development activity.)

2. Using, decrypting or duplicating software, text, graphics, photographs, recordings, or any other tangible form of expression that would violate or infringe any copyright or similar legally recognized protection of intellectual property rights.

3. Loading or saving software that is not intended for a College purpose.
4. Using computing resources for partisan political activities or for promoting the candidacy of any person for public office.

5. Sending or forwarding an e-mail from or to a sunysuffolk.edu address that requests the recipient to forward the message to others (e.g. chain letter) when such message is not work-related.

6. Attempting to monitor another user’s password, password-protected data or electronic communication, or delete another user’s data or electronic communication, without authority or without that person’s permission.

7. Using computing resources to engage in religious activity.

8. Engaging in bandwidth intensive activities unless approved and scheduled in advance with the Office of Networks and Telecommunications.  The following services are prohibited unless justified on the basis of College business: NetRadio, NetTV; Instant Messenger; "PUSH" Servers; Distributed Shares;  IP Phone

9. Hosting a website or listserv that bears no significant relationship to the duties or professional activities of the user.

10. Possessing, installing, distributing or running on any system connected or with access to the College networks a program that is intended to gain unauthorized access, or is intended to or is likely to result in eventual damage to a file or computer system.

11. Engaging in any intentional, knowing or reckless act that results in denial of service, or damage or destruction to College equipment, property or facilities, or that uses College equipment, property or facilities to cause damage or destruction to the equipment, property or facilities of others.

12. Using computing resources in such a way as to hide the identity of the user or pose as another person.

13. Disclosing, disseminating, downloading or copying, intentionally or unintentionally, College confidential records to any unauthorized person.

14. Possessing or running any of the following protocols or services on devices connected or with access to the College networks, unless needed to support an academic course the faculty member is teaching at the College: port scanners, network monitors or other types of utilities, routing or network serving protocols, or daemons, processes or programs that accept incoming connection.  Where needed to support a course, the individual is required to identify these services and the device to their campus ETU and the Office of Computer and Information Systems.
Privacy Policy

To the extent possible in the electronic environment and in a public setting, a user’s privacy will be honored.  However, material on the College server or on College desktop equipment is College property (except as may be owned by another in accordance with intellectual property rights). Material may be subject to subpoena or an application to review records under the Freedom of Information Law, and it may be taken by the College (see below) or locked from user access.  In addition, while the College will make every effort within its resources to prevent unauthorized access, it cannot guarantee the result.

The College reserves the right to access or monitor all aspects of its computing resources and networks when, in the estimation of the College President or the Legal Affairs Office, there is a reasonable cause for suspicion that a user is violating the policy or local, state or federal laws, or that College confidential information is at risk.  Prior to the search of files, the computer will be secured and the individual who is the subject of the investigation shall be notified and offered the opportunity to be present during the search, if possible.

Technology staff can monitor directories, logs and applications currently in use, but not the content, if they reasonably suspect that College rules are being violated or College confidential information is at risk.

Technology staff may also inadvertently compromise privacy during routine network performance monitoring or troubleshooting, or during system maintenance. The number of persons with this level of access will be strictly limited and they have been directed to respect privacy and keep confidential the contents of any message read.  However, should this reveal any activity that violates the law or College policy, an investigation will be initiated.

In addition, during the absence of an individual, it may be necessary to access the computer assigned to them in order to conduct the ordinary business of the College.  In such instances, the supervisor may request that the Office of Desktop Services provide such access, and a representative of the Legal Affairs Office must be present.

Violations

Users who violate this policy or local, state or federal law will be subject to discipline or to restriction or loss of computing privileges, and could be subject to civil and criminal penalties.  Disciplinary sanctions will be subject to the procedures set forth in the respective bargaining agreements.

The College reserves the right to take down or block access to sites within its domain when a claimed copyright infringement has been formally received, when necessary to protect College confidential information or when otherwise deemed appropriate by the President or the Legal Affairs Office.  The College will attempt to notify the site’s author before expeditiously removing access to the site.  The site will remain off-line until the reason for removing access has been corrected.
